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Abstract

The research aims to comprehensively tackle the subject of the
principle of proportionality to cyber-attacks since it is the most
important principle on which international humanitarian law is
based, to indicate the aspects or cases of shortcomings, to try to
find solutions that embody this principle and apply it on the
ground as it should be and not as it is in modern armed conflicts in
which cyber-attacks are used. The importance of the research lies
in examining the ability of legal texts written in a certain period to
deal with cyber-attacks by highlighting the principle of
proportionality as the basic principle that protects the civilian
population and civilian objects during combat. The research
consisted of two main sections, the first one treated the concept of
cyber-attacks and the second section addressed the application of
the principle of proportionality to cyber-attacks. One of the
essential conclusions of the research is that cyber-attacks lack a
strict legal framework to deal with them, and the rules of the
principle of proportionality in international law, although they are
applied to these attacks, they do not cover all cases and leave
areas that are full of problems .

Keywords: Cyber; principle of proportionality; cyber-attack.
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