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ABSTRACT

In a world that has evolved in which the information and means of transmission
within the network of the whole world not to be a convenient way to keep that
information to have some privacy or confidentiality had to be hide from some people
who may resort to playing with them or use them brings harm to himself and to others
and make them exclusive to the needed, and that was the motivation for the selection of
research topic, it is aimed primarily to find a new technique to protect data.

In this research the application of triple data encryption standard (3DES) to
encrypt a given text using multiple keys then hide the encrypted text in a true color
image, after selecting their own identity by k-means algorithm for classification and a
number of varieties.

Data has been hidden as bytes by putting it in the image (depending on the
classification) and results showed high accuracy in the hiding did not appear to the
human eye is no evidence on the existence of hidden data in the image in each color of
the components of the (24 bit), any image that the unit used for the image store 3 bytes
of the encrypted text so it is possible using the proposed algorithm to hide the size of
any text, without the appearance of any effect on the resulting image.

The results showed that the size of the cover image after hiding the encrypted text
is the same as it is before the process of hiding, and also found the application to
increase or decrease the number of items does not represent a major factor in hiding, but
whenever the size of the image is greater (Dimensions), the greater the proportion of
hiding. Visual C # language have been used to implement the proposed method.
Keywords: Encryption, True Color Image.
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1500 469X640 0.027459 | 63.744006 | 0.029379 | 63.450467 | 0.024366 64.262980
1000 625X469 0.032665 | 62.989944 | 0.033187 | 62.921097 | 0.036811 62.470984
1000 258X376 0.381274 | 52.318427 | 0.394947 | 52.165418 | 0.383467 52.293528
1000 660X440 0.333563 | 52.899026 | 0.319555 | 53.085352 | 0.322133 | 53.050456
1000 590X585 0.052200 | 60.954138 | 0.051785 | 60.988746 | 0.045853 61.517079
1000 457X640 0.017304 | 65.749402 | 0.014751 | 66.442628 | 0.017143 | 65.789922
1000 441 X640 0.034551 | 62.746201 | 0.038660 | 62.258211 | 0.036571 62.499491
1000 660X439 0.191155 | 55.316940 | 0.189264 | 55.360125 | 0.16664 55.302125

85



igra @le Gl gin el e gd — gla el e g

33 classes 17 classes 9 classes

Sk (2000) sl iiadl jadl pomy e (33 17 (9) SVl sue — Ao pgiall Ayl sl w05 (6) 43y JSEN

33 classes 17 classes

ek (1500) sl il jadl gonmy Liiee (33 17 (D) Sle¥l sue — dompiall Ayl Bulss s (7) o3y JS2I

86



ﬂu é“"‘ J

bl

P

Lésly

sl cilial 4 g

4ugils

| 4ud

ol

............
.................

33 classes 17 classes 9 classes

Sk (1000) isall il adl ponmy i (33 <17 (9) Slo¥l sue — domziall Ryl 3ol il (8) o3y JS2I

87




igra @le Gl gin el e gd — gla el e g

alalingy) |9

fbbe (5 A sihal) Ly sl Gk DA (ye

o=l ) il dalee o) 3 eliaY) dalee o 5 0 4l ad Bypeall GluaY) 22 83l o @
Al ygeal) an e i5 Y (85l Jal

O (Sas Lypea Bang IS Ol Bygeall 3 SalS Tl dbasy ity paill G5 L) plsall S sls @
LB ol o DS Tans 2y 13y (s 224

led OlslY) cadn saliyy XKy (elasll §ypall ana) §yguall alad 82lje Ly lsal) 5:1E Sy @
e QW) (e 220 5S) )sehy

sdalidial) Jlesy .10
Aaal) QKA aladiul chubaill Gl led pladiu) e

88



OlslY) s gl cilival 5 (glésly il it

[1]
[2]
[3]

[4]

[5]
[6]
[7]
[8]

[9]

[10]

[11]

[12]

wlad

Stallings William; (2006), “Cryptography and Network Security Principles and
Practices” , 4" Edition, Pearson Education, Inc., Prentice Hall.

Denny Cherry; (2011) “Securing SQL Server: Protecting Your Database from
Attackers”, Elsevies. Inc. USA.

Chen Kuanchin; (2005), “Information Hiding Digital Watermarking And
Steganography”, Western Michigan University, Idea Group Inc IGI , USA, pp
382-384.

Mahmoud, H.; Alghathbar, K.; (2010), “Novel algorithmic countermeasures for
Differential Power Analysis attacks on smart cards”, Information Assurance and
Security (I1AS), 6th International Conference, pp: 52 — 55.

Oday Jamal Fawzi, (2007), “Data hiding in Arabic texts”, Ph. D thesis,
Technical University, Baghdad

Pratt William K., (2007), “Digital Image Processing”, 4th Edition, John Wiley &
Sons, Inc., California .

Gonzalez Rafael C. & Richard Eugene Woods, (2008), “Digital image
processing”, Pearson/Prentice Hall .

Kermani Zahra Zahedi and Jamzad Mansour; (2005): “A Robust Steganography
Algorithm Based On Texture Similarity Using Gabor Filter”, IEEE International
Symposium on Signal Processing and Information Technology.

Socek Daniel , Hari Kalva, Spyros S. Magliveras, Oge Marques, Dubravko
Culibrk, Borko Furht; (2007): “New Approaches To Encryption And
Steganography For Digital Videos”, Springer-Verlag.

Arjun Santosh, Atul Negi, Chaithanya Kranthi, Divya Keerthi; (2007): “An

Approach to Adaptive Steganography Based on Matrix Embedding”, IEEE 1-
4244-1272-2/07/2007.

Khashandarag, A.S.; Ebrahimian, N.; (2009), “A New Method for Color Image
Steganography Using SPIHT and DFT, Sending with JPEG Format”, Computer
Technology and Development,. ICCTD '09. International Conference on
Volume: 1, pp: 581 — 586

Medeni, M.B.O.; Souidi, E.M.; (2010), “Steganographic Algorithm Based On
Error-Correcting Codes For Gray Scale Images”, I/V Communications and
Mobile Network (ISVC), 5th International Symposium, pp: 1 — 4.

89



